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Abstract 

The emergence of Generative Artificial Intelligence (GenAI) and Explainable Artificial Intelligence (XAI) 

represents a paradigm shift in the digital transformation of the healthcare industry. GenAI models, including 

generative adversarial networks (GANs), variational autoencoders (VAEs) and large language models (LLMs), 

can generate synthetic yet realistic medical data. This facilitates innovations in medical imaging, drug discovery 

and personalized treatment planning. XAI focuses on ensuring the transparency, interpretability and 

trustworthiness of AI models. The most important factors in clinical applications are where human lives are at 

risk. The integration of GenAI and XAI has the potential to improve clinical decision support systems, optimize 

workflows, and enhance healthcare outcomes, while addressing critical issues such as data scarcity, bias, and 

patient privacy. However, combining them also presents substantial technical, ethical, and regulatory challenges, 

including the need for interpretable generative models, adherence to data protection laws such as the General Data 

Protection Regulation (GDPR), and ensuring fairness and accountability in automated decision-making. This 

paper explains a comprehensive analysis of the applications and implementation frameworks of GenAI and XAI 

in healthcare, emphasizing their role in fostering trustworthy, transparent and patient-centered AI solutions.  
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1. Introduction 

The healthcare industry has been at the forefront of the most promising applications of artificial intelligence (AI), 

which has seen a rapid advancement. According to [1], generative AI presents both opportunities and regulatory 

challenges on governance and society and [2] emphasize that XAI is essential for bridging the gap between model 

performance and human understanding, particularly in high-stakes decision-making systems. Generative AI is a 

class of machine learning model that can create new content, such as synthetic medical images, patient data, text, 

and molecular structures, based on patterns learned from existing datasets. Since the advent of advanced models 

such as LLMs and GANs, GenAI has demonstrated remarkable potential in automating medical documentation, 

assisting diagnostics, supporting clinical communication, and accelerating drug discovery. These applications are 

reshaping the healthcare landscape by improving efficiency, reducing administrative burden, and fostering 

personalized and predictive care. 

These advancements also introduce significant challenges concerning accuracy, bias, data privacy and clinical 

safety. The complexity of these models raises ethical and legal concerns, especially when AI-generated outputs 

influence critical medical decisions which are called black box nature. The black box nature of AI systems refers 

to the fact that they are so complex that it is difficult to understand how they work. This makes it difficult for 

clinicians to understand how specific recommendations or predictions are made, potentially undermining trust and 

accountability. This is where XAI becomes truly important. The objective of XAI is the making of the decision-

making processes of AI systems transparent and interpretable, with the enabling of verification, validation, and 

justification of algorithmic outcomes by healthcare professionals. When doctors use technology in their work, it 

is important that they can understand how it works. This is not just a technical choice, but something that is also 

needed for ethical and legal reasons. [3] explains that to keep patients safe, the professional responsibility of 

doctors and nurses, and following rules such as the EU AI Act and the GDPR [4] impose legal and ethical 

constraints on AI systems, influencing model design, data governance, and algorithmic transparency. 

The growing recognition of XAI's importance means that healthcare systems continue to face considerable 

obstacles in integrating it. These obstacles include balancing interpretability with predictive performance, 

embedding XAI tools into clinical workflows, and ensuring adherence to strict regulatory and ethical standards. 

The intersection of GenAI and XAI represents an emerging research frontier that combines the creative power of 

generative models with the transparency of explainable systems could enable the development of trustworthy, 

human-centred, and legally compliant AI solutions. These advancements aim to bridge the gap between cutting-

edge AI innovation and the practical, accountable deployment required for real-world medical decision-making. 

This paper provides a detailed analysis of the applications, ethical considerations and potential future challenges 

of GenAI and XAI in the healthcare sector. It examines how these technologies can jointly advance clinical 

decision-making, data management, and medical innovation while addressing crucial issues such as model 

transparency, accountability, and bias mitigation. The study also explores new perspectives on responsible and 

ethical AI, highlighting emerging trends and offering strategic insights for researchers, practitioners, and 

policymakers. By bridging innovation with interpretability, this study aims to contribute to the ongoing 

transformation toward transparent, reliable, and patient-centred AI-driven healthcare systems. 
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2. Methodology 

This literature review aimed to identify and summarise relevant studies, with a particular focus on those examining 

the reliability of AI systems in healthcare. The concept of trustworthy AI extends beyond technical performance. 

It includes principles of transparency, reliability, safety, fairness, accountability, and ethical alignment. The 

establishment of trust is a fundamental prerequisite when implementing both GenAI and XAI in clinical contexts, 

where AI outputs can bring a direct influence on diagnostic accuracy, treatment decisions, and the ultimate patient 

outcomes. 

 

Figure 1: Integration of Generative AI and Explainable AI in the field of the health industry 

In GenAI, trustworthiness is primarily linked to the authenticity and validity of generated content. For example, 

the use of synthetic medical data and AI-generated diagnostic images require rigorous methods to ensure that the 

produced results are both clinically accurate and free from bias or misrepresentation. This study emphasizes the 

importance of preserving data integrity, privacy protection, and the implementation of explainable data generation 

processes, enabling healthcare professionals to confidently utilize AI-generated information without 

compromising patient safety or ethical standards. XAI plays a crucial role in enhancing interpretability and human 

understanding of complex AI models. Trustworthy XAI systems help clinicians to understand the reasons behind 

a particular decision or prediction by providing clear explanations. This not only facilitates more informed clinical 

judgments but also supports regulatory compliance and ethical accountability in line with international standards, 

including the EU AI Act, GDPR, and the World Health Organization (WHO) guidance on ethics and governance 

of AI in health. 

By integrating the innovative potential of GenAI with the transparency and interpretability of XAI, trustworthy 

AI in healthcare emerges as a multidimensional framework balancing innovation with responsibility. It ensures 

that AI-driven systems are technically robust and scientifically valid, but also socially acceptable and ethically 

sustainable. This synthesis of generative capability and explainable reasoning forms the foundation of responsible 

AI adoption, fostering a healthcare ecosystem where AI acts as a reliable partner to clinicians and patients, rather 
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than as an opaque or autonomous entity.  

This study ensures the critical importance of fostering trustworthy AI within both GenAI and XAI applications in 

healthcare, which highlights the need to develop technologies that are transparent, ethically responsible, and 

human-centred, that are essential prerequisites for establishing and maintaining long-term trust in AI-driven 

medical systems. 

3. Different GenAI and XAI applications 

GenAI and XAI are increasingly shaping innovation in the healthcare sector. GenAI supports clinical and research 

workflows by generating new insights and data patterns, as well as potential therapeutic solutions. Meanwhile, 

XAI ensures that these AI-driven decisions remain transparent, interpretable and trustworthy for medical 

professionals. The article provides an explanation of some of the instances in the different areas. 

3.1. GenAI applications in healthcare 

A subset of AI models that can create new, realistic data or content from existing datasets is known as Generative 

AI. These models, powered by architectures such as GANs, VAEs, and LLMs (e.g., GPT-4, Med-PaLM), have 

shown significant potential in enhancing data-driven medical research and clinical practice. 

Medical imaging and data augmentation 

GenAI is widely used for synthetic medical image generation, helping to overcome data scarcity and class 

imbalance in training datasets [5]. For example, GANs can generate realistic MRI, CT, or X-ray images to 

augment existing datasets, especially for rare diseases, improving diagnostic model accuracy without additional 

patient data collection [6]. In radiology, a GAN-based model [7] can synthesize new lung CT scans resembling 

real patient scans, which can then be used to train diagnostic AI systems to detect early signs of pulmonary fibrosis 

or tumours. [8] explains GANs are a useful tool for creating medical images and increasing the amount of data 

available, which can help solve problems related to having limited data and a lack of diversity. 

Drug discovery and molecular design 

GenAI is transforming drug discovery and molecular design by creating new molecular structures with specific 

biological properties. It can rapidly generate drug candidates that can effectively bind to target proteins by using 

advanced techniques such as variational autoencoders and diffusion models. This capability is evident in platforms 

such as DeepMind's AlphaFold and Insilico Medicine's GenAI systems, which employ generative modelling to 

predict protein folding patterns and design potential therapeutic compounds. This substantially reduces research 

and development time, as well as associated costs [6,7]. 

Clinical documentation and automation 

Large language models such as GPT-4 and Med-PaLM are also transforming clinical documentation and 
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automation by generating summaries of patient records, discharge reports and clinical letters from structured and 

unstructured data within electronic health records, thereby streamlining administrative and reporting tasks. 

Physicians, for example, can dictate notes into a voice-to-text system integrated with an LLM. The LLM then 

processes, summarises and formats the content automatically, producing a standardised medical report, thereby 

improving accuracy and efficiency [49]. 

Medical education and simulation 

In medical education and simulation, generative AI facilitates the creation of interactive learning platforms and 

virtual patient scenarios, providing medical trainees with realistic, adaptive, case-based exercises. For instance, 

AI systems can simulate diverse clinical situations, such as cardiac emergencies, enabling students to practise 

diagnostic reasoning in a safe, controlled digital environment [50]. 

Patient engagement and communication 

GenAI helps patients by talking to them and giving them information. Treatment plans can be explained by these 

AI-driven chatbots, medication reminders can be sent, and patient queries can be responded to, thereby fostering 

continuous and informed interaction. One such example is a virtual health assistant that has been developed for 

diabetic patients [12]. 

3.2. XAI applications 

XAI includes methods that make AI models easier to understand, so human experts can see how decisions are 

made. In healthcare, this is important for building trust and ensuring accountability, as well as meeting ethical and 

legal requirements. XAI transforms AI systems from opaque 'black box' models into more transparent ones. While 

simple models such as decision trees or linear regression are easy to interpret, complex models such as deep 

learning are more difficult to explain and only partially transparent [13,14,15]. The more transparent the process, 

the better people understand how models reach specific conclusions, thereby increasing trust. This trust can 

manifest at two distinct levels. Trust in the model itself, which is of primary importance to data scientists, and 

trust in the model’s predictions, which is crucial for clinicians and patients [14]. These two dimensions of trust 

require tailored approaches. The provision of explanations for individual predictions serves to enhance prediction-

level trust, while the examination of multiple explanations across cases serves to reinforce trust in the model’s 

overall reliability. [15] categorise XAI methods can be divided into two main types: transparent and post-hoc 

models. Transparent models, like linear regression, decision trees, and Bayesian models, are easy to understand 

because their structure is clear. The post-hoc methods are used to explain complex black-box models, such as 

neural networks and deep learning systems. These models need extra layers of interpretation to make it clear how 

they work. These post-hoc approaches employ techniques such as textual explanations, visual interpretations, 

example-based reasoning, simplification, and feature relevance mapping to enhance interpretability. [16] 

identified four foundational principles for effective XAI systems: 

 Explanation – providing evidence and rationale for outcomes and processes, 

 Meaningfulness – ensuring explanations are understandable to specific users, 
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 Explanation accuracy – ensuring explanations accurately represent model behaviour, and 

 Knowledge limits – ensuring the model operates within its designed boundaries and confidence levels [16]. 

However, [17] that post-hoc explanations may not always guarantee fairness or reliability in critical areas such as 

healthcare. They should be used alongside thorough validation and ethical checks, rather than as a replacement 

for them. 

3.3. Collaboration between humans and AI 

Effective healthcare decision-making requires a combination of human expertise and AI intelligence, rather than 

replacing human judgment with algorithms [18]. While AI systems may outperform clinicians in specific 

diagnostic or predictive tasks, human professionals contribute indispensable domain expertise, contextual 

understanding, and ethical reasoning [14]. 

In clinical practice, the combination of human decision-making and AI support commonly referred to as AI-

assisted decision-making, often yields the most accurate and reliable outcomes. This collaboration improves 

diagnostic accuracy and increases transparency, allowing clinicians to understand and verify AI recommendations 

using their expertise [18]. The explainability in clinical decision-support systems (CDSS) enables developers to 

identify system limitations and ensures clinicians maintain confidence in AI-augmented decisions. Similarly, 

placing too much reliance on opaque, non-explainable systems could result in patients becoming passive recipients 

of algorithmic outputs, thereby undermining ethical and participatory medical practice. Therefore, it is essential 

to promote trust, accountability, and shared decision-making in the healthcare ecosystem by using explainable 

and collaborative AI frameworks. 

Clinical decision support systems 

XAI enhances the transparency of AI-powered decision support systems by providing reasoning explanations 

behind recommendations. [38] explains how XAI is used in healthcare, focusing on areas like disease diagnosis, 

predictive analytics, and personalized treatment. It examines different XAI methods, including model-agnostic 

tools like LIME and SHAP, interpretable deep learning models, and healthcare-specific applications. It also 

considers ethical issues, such as accountability and reducing bias, which are important for fair healthcare. XAI 

helps clinicians and AI work together, making AI decisions easier to understand. The study shows that XAI is key 

to using AI in healthcare, turning complex AI models into clear tools that help decision-making, build trust, and 

support ethical practices. The study also evaluates the ethical implications associated with AI in healthcare, such 

as accountability and bias mitigation, highlighting how XAI can contribute to addressing these issues. 

Diagnostic image interpretation 

Explainable models help clinicians interpret AI-generated imaging results. [39] shows that XAI techniques like 

Grad-CAM help make deep learning models in medical diagnostics more transparent. Grad-CAM highlights the 

parts of an image that most influence the model’s prediction, turning a “black box” into an understandable tool. 

For example, in pneumonia detection from X-rays, Grad-CAM creates a heatmap showing the lung areas the AI 
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focuses on, allowing radiologists to check if the model’s attention matches clinically important regions. This 

improves trust, accountability, and diagnostic confidence. [40] improved brain tumor detection from MRI scans 

by combining a CNN model (Xception-based) with Grad-CAM and SHAP. The model classified images into four 

categories: glioma, meningioma, pituitary tumor, and non-tumor, making predictions easier to interpret. 

 Grad-CAM was used to generate heat maps that localize the image regions most influential in each prediction. 

SHAP was used to quantify feature contributions, giving insight into which image-based features were driving 

decisions. The model achieved very high accuracies; ~99.95% on training, ~99.08% on validation, and ~98.78% 

on test sets. The dual XAI approach (Grad-CAM + SHAP) was shown to enhance transparency and help address 

potential bias, thereby increasing trustworthiness of the model for potential clinical use. All these methods 

substantially increase the transparency and trustworthiness of the AI system in a clinical diagnostic setting. By 

analysing misclassified cases, the study identifies avenues for improvement (e.g., handling noise and ambiguous 

feature overlap) and underscores that interpretability may serve as a key enabler for real-world adoption of AI in 

healthcare. 

Predictive analytics and risk stratification 

XAI provides interpretability in AI models used for disease prediction or patient risk assessment. [41] present a 

machine-learning and data-analytics framework for patient risk stratification designed to support proactive clinical 

decision-making. The authors employ a structured pipeline combining data preprocessing, feature engineering 

from electronic health records (EHR) and demographic sources, and supervised learning algorithms to classify 

patients into risk tiers (e.g., low, medium, high). The study evaluates multiple classifier models, comparing 

performance metrics such as accuracy, Area Under the ROC Curve (AUC), sensitivity, and specificity. The 

authors also discuss how analytic insights can aid healthcare providers in identifying high-risk individuals earlier, 

optimising resource allocation, and informing preventive interventions. The results demonstrate that the proposed 

approach achieves strong discriminative ability across risk categories, suggesting its potential for deployment in 

clinical or hospital-system settings.  

The authors highlight how data analytics and machine learning integration can contribute to improved health 

outcomes and system efficiency. [39] carried out a thorough review of attribution-based explainability methods 

in the context of computer-vision applications in the field of medical imaging. The review focuses on how deep 

learning models used for tasks like disease classification, segmentation, and detection can be made interpretable 

through attribution-based explainable computer vision (X-CV) methods. The paper examines methods such as 

saliency maps, Grad-CAM, Integrated Gradients, SHAP, and concept-vector approaches, and evaluates their 

suitability, limitations, and clinical implications in medical imaging contexts. The study also considers how these 

methods map model decisions to visually or conceptually meaningful features and discusses the gap between 

purely predictive performance and the interpretability or trustworthiness required for healthcare deployment.  

The review emphasises the need for more robust evaluation of explanation methods, better alignment with clinical 

needs, and increased attention to how explanations affect trust, accountability, and safety in medical AI settings. 

The explanation methods must be evaluated not just for visualization quality, but also for clinical relevance, 
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repeatability, and the trust impact on users. There’s a need to integrate explanation mechanisms early in model 

design (“explainability-by-design”) rather than as purely post-hoc add-ons. The performance interpretability 

trade-off remains real, highly complex models may produce better predictions but be harder to explain, and many 

explanation tools themselves may mislead or oversimplify. [43] explains that the department of oncology 

generates a large amount of data, making it well-suited for big data models and predictive analytics. It reviews 

how predictive modelling has been used to assess patient risk, grouping applications into three areas: (1) 

population health management, (2) radiomics (quantitative imaging analysis), and (3) pathology. The study also 

explores opportunities for predictive analytics in clinical decision support and genomic risk assessment. The key 

challenges include limited data availability, lack of prospective validation, and the risk of spreading bias from 

existing datasets. If these issues are addressed, predictive methods could improve cancer risk stratification. The 

study also gives an idea of different use cases for their data sources, such as electronic health records, imaging, 

and biopsy data. The analysis of the study showcased how predictive algorithms have been developed, often 

leveraging large-scale EHR, claims, genomic, imaging, and other data sets and highlighted factors such as model 

performance metrics, operational integration, and the scope of risk stratification (e.g., mortality, hospitalisation, 

acute utilisation).  

The further review constraints such as missing data, limited prospective validation, data interoperability 

challenges, and bias. If these challenges are addressed, computational methods will rapidly advance care for 

patients with cancer by enabling earlier identification of risk, more personalized intervention strategies, and 

improved outcomes. 

Ethical and regulatory compliance 

XAI supports transparency and accountability, aligning healthcare AI applications such as the EU AI Act, GDPR, 

and the WHO’s AI ethics guidelines. [44] addresses the growing imperative of XAI within the healthcare domain, 

particularly focusing on the interplay between explainability and regulatory compliance. It argues that while AI 

systems in healthcare offer significant benefits, their black-box nature poses ethical, legal, and operational risks 

especially around accountability, transparency, bias, and patient safety. The study proposes that bridging the gap 

between technical explainability and regulatory frameworks is essential for ethical deployment of AI in clinical 

settings. Through analysis of explainability techniques, regulatory landscapes (including privacy laws, medical 

device regulation, and AI-specific legislation), and stakeholder implications, the study outlines strategies for 

implementing XAI in a compliant and ethically grounded manner. It highlights the role of interdisciplinary 

collaboration, user-centric design, and ongoing governance to ensure AI systems are trustworthy, transparent, and 

aligned with healthcare values. [45] focuses on the provenance, methods and potential of XAI within healthcare, 

particularly in building clinician trust, improving patient understanding, and satisfying regulatory and ethical 

obligations. It covers techniques such as LIME, SHAP, and Grad-CAM, discusses their roles in medical imaging 

and decision-making contexts, and analyses frameworks like GDPR and the U.S. Health Insurance Portability and 

Accountability Act (HIPAA) in relation to transparent and compliant AI systems. The study advocates that XAI 

should serve as a foundational principle for safe, ethical development of healthcare AI. The study also reviews 

the ethical and regulatory frameworks (e.g., GDPR, HIPAA) to map how transparency and explanation 

requirements intersect with legal compliance. The approach involves summarising existing methods, 
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benchmarking their relative strengths or weaknesses, and discussing trends and future directions. 

Enhancing trust and human–AI collaboration 

XAI builds trust between humans and AI systems by providing clinicians and patients with clear insights into how 

these systems work. It makes predictive models in healthcare more transparent, helping doctors and patients to 

understand AI-based decisions [33]. The improvement of accuracy and the addressing of ethical concerns, which 

is essential for trust, is achieved by the comparison of AI outputs with clinical expertise [34]. The integration of 

XAI is expected to lead to enhanced diagnosis and treatment strategies, improved patient engagement, and provide 

deeper insights into algorithmic decision-making. These advancements collectively contribute to a more 

trustworthy and understandable healthcare AI landscape [35,36]. [37] highlights the critical need for transparent 

and understandable AI in healthcare to build trust and accountability. It proposes a conceptual framework linking 

trust to explanation characteristics and points towards future research directions to achieve trustworthy XAI. The 

goal is to create clear and understandable decision-making systems in healthcare, where trust is built through XAI 

features.  This aims to improve accountability, trust, and acceptance of AI in areas affecting human well-being. 

The study focuses on the concept of trust within AI healthcare systems and proposes a framework that outlines 

the relationship between trust and the characteristics of explanations provided by AI. 

4. The synergy of GenAI and XAI for trustworthy healthcare AI 

This study explores how AI can be developed and implemented in a safe, ethical and trustworthy manner within 

the healthcare sector. It examines the regulatory frameworks of the EU and the US, addressing ethical issues such 

as bias, fairness, transparency, accountability and liability in healthcare applications. The study focuses on the 

lifecycle approach, emphasising the importance of managing AI systems throughout their entire lifespan from 

design and development to deployment and monitoring while distinguishing between the responsibilities of 

developers and implementers. To operationalise ethical and regulatory compliance, the authors propose two 

structured questionnaires to guide developers and healthcare implementers through key legal, ethical and 

organisational considerations. The study confirms several hypotheses, including the feasibility of developing such 

tools based on regulatory analysis, the differing obligations of developers and implementers, and the necessity of 

a multidisciplinary approach integrating ethical, legal, and technical perspectives. The questionnaires are 

presented as practical instruments for use in health technology assessment, public procurement, accreditation and 

professional training. The authors also observe that existing regulatory regimes, such as the EU AI Act, are 

evolving but remain incomplete in areas such as liability and accreditation. The future directions emphasise 

integrating ethical and legal principles into AI design from the outset, enhancing stakeholder training, and 

promoting the broader adoption of system-level frameworks for trustworthy AI in healthcare. This study 

successfully bridges the gap between high-level regulatory and ethical guidance and practical implementation by 

providing a structured approach to the safer and more reliable deployment of AI in healthcare systems [46]. 

Reference [47] explores how trust can be established, maintained and evaluated in the context of GenAI, which 

offers theoretical and empirical insights into the mechanisms that support trustworthy AI systems. It identifies 

emerging trends and addresses the technical, ethical and organisational challenges involved in the responsible 
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deployment of GenAI. Crucial issues covered in the discussion include algorithmic bias, privacy protection, the 

opacity of AI models, the accountability of different stakeholders, and alignment with societal values. Trust is 

examined in terms of transparency, explainability, reliability, fairness and ethical governance, paying particular 

attention to how these aspects manifest in generative applications such as creative content production and 

conversational systems. The study describes that building trust in GenAI requires a collaborative, interdisciplinary 

effort in which developers, users, regulators and organisations share responsibility for embedding trust 

mechanisms throughout the entire system lifecycle. The consistent patterns are observed, including the growing 

demand for transparency and fairness, and the recognition that regulatory and governance structures are not yet 

fully keeping pace with technological advances [42]. Therefore, establishing robust infrastructures for auditability, 

traceability, and oversight is essential, as this highlights that trust is not only a technical concern, but also a socio-

technical and organisational one. The future developments should prioritise the empirical validation of trust 

frameworks in real-world contexts and explore how trust evolves as AI systems become more autonomous and 

interactive. There is a need for greater attention to be given to governance models, liability structures, and policy 

standards to ensure responsible innovation. The broader scope includes applications across sectors such as 

education, the creative industries, business and public services, underscoring the importance of cross-disciplinary 

collaboration [47]. 

Reference [48] states that the integration of model-informed drug development (MIDD) and AI are an approach 

to speed up pharmaceutical innovation. It demonstrates how the combination of mathematical modelling 

techniques employed in pharmacokinetics, pharmacodynamics and clinical development, alongside AI methods 

such as machine learning, deep learning and GenAI, can improve predictive accuracy, optimise candidate selection 

and streamline dosage and trial strategies. The discussion outlines how MIDD simulates complex biological and 

clinical processes while AI identifies data patterns, designs novel molecules and enables virtual trials. These 

approaches strengthen the reliability of drug discovery and development by merging mechanistic and data-driven 

insights. The study also addresses key challenges, including data quality, model interpretability, algorithmic bias, 

and the need for standardisation and regulatory adaptation. The findings suggest that this integration could 

transform drug development by improving efficiency, reducing costs, and advancing personalised medicine. 

Despite its potential, the field is still in its infancy, and further work is needed to establish validation protocols, 

harmonise data standards, and develop regulatory frameworks that support AI-driven methodologies. It will be 

very important for experts in pharmacometrics, AI, clinical research, and regulatory science to work together, 

which will help to make most use of this approach. It will create more effective therapies, virtual trials, and new 

ways to develop drugs. These will benefit both industry and patients. 

5. Challenges and ethical considerations 

The use of GenAI and XAI in healthcare presents many challenges and ethical issues that impact the reliability 

and trustworthiness of AI systems. GenAI raises concerns about the authenticity of data, the propagation of bias, 

and the spread of misinformation, particularly when synthetic medical data or AI-generated diagnostic content is 

used without adequate validation [9,10,11]. XAI has problems balancing transparency and model complexity [13]. 

If the model is too simple, it may not work well. Then, if it is too complex, it can be difficult to understand and 

use. The problems like patient privacy, data ownership, fairness, and informed consent make using AI in 
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healthcare more difficult. Therefore, ensuring trustworthy AI requires adherence to the principles of transparency 

Reference [19], reliability, safety and human oversight, in line with global frameworks such as the EU AI Act, 

the GDPR and the WHO’s ethical guidelines for AI in health. It is very important to deal with these problems to 

make the public believe in AI-driven healthcare systems and ensure that they are strong and fair. A few of the 

challenges and ethical considerations are explained as follows. 

5.1. Legal and regulatory compliance 

XAI plays a vital role in ensuring compliance with global regulatory frameworks that mandate transparency and 

accountability in AI systems [9]. Within the European Union, the GDPR [4] establishes transparency as a key 

principle in data processing [3]. However, scholars such as [19] argue that transparency alone is insufficient for 

fostering trust, emphasizing instead a relational model where transparency is contextual and dependent on 

trustworthiness between users and system providers. The EU AI Act, which is soon to be implemented, will 

categorise AI systems as either high-risk or low risk. Those deemed high-risk, including medical AI systems, must 

adhere to stricter regulations, such as ensuring proper documentation, traceability [11], human oversight [10] and 

reliability. 

Similar privacy frameworks exist globally, including in the HIPAA [30], which promotes openness in health data 

handling [31], and China’s Personal Information Protection Law (PIPL) [32], which mandates transparency in 

data usage and algorithmic processes. These regulatory developments show the growing importance of XAI in 

achieving lawful, ethical, and transparent AI integration in healthcare. 

5.2. Privacy and security 

XAI improves the safety and reliability of AI systems by enhancing error detection and interpretability, it also 

introduces new privacy and security challenges [28]. For example, excessive transparency may inadvertently 

expose sensitive data or system vulnerabilities, which could facilitate model manipulation or adversarial attacks. 

To balance explainability with confidentiality, researchers advocate the integration of privacy-preserving machine 

learning methods, such as Federated Learning (FL) and differential privacy. The emerging concept of Explainable 

Security (XSec) [29] applies XAI principles to cybersecurity, emphasising stakeholder collaboration and 

resilience against input manipulation, bias and inaccurate predictions. In healthcare, explainability aids the 

detection of such vulnerabilities and enhances clinicians’ ability to identify bias, improve fairness, and safeguard 

the integrity of patient data. 

5.3. Explainability and trust 

The primary goal of XAI is to enhance user trust, however, explainability does not always directly translate to 

increased confidence. [26] reveals that multi-modal explanations combining graphical, contextual, and narrative 

insights can significantly improve trust, yet contextual factors also influence user perception. In remote AI systems 

Reference [27], where users interact via APIs, the reliability of explanations may diminish, as systems could 

misrepresent reasoning processes. Within healthcare, achieving the right level of trust is critical, under-trust can 

lead clinicians to dismiss accurate outputs, while over-trust can result in excessive dependence on flawed 
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recommendations. Transparent education on AI capabilities and limitations is therefore essential to calibrate 

appropriate trust among healthcare professionals and patients. 

5.4. Balancing explainability and accuracy 

There is a trade-off between transparency and accuracy. The simple models like linear regression might be less 

accurate, while complex models like deep neural networks are more accurate but harder to understand [24]. In 

healthcare contexts, where precision can directly impact patient safety, accuracy is frequently prioritized over 

interpretability. [25] explains that policymakers and system designers must engage with public and professional 

stakeholders to determine context-specific balances between explainability and performance, recognizing that 

these preferences may vary across medical applications and societal expectations. 

5.5. Measuring explainability 

Metrics such as sensitivity or AUC can be used to quantify accuracy, but explainability is not so straightforward. 

This is because it is inherently subjective and context dependent. Several frameworks have been proposed to 

operationalize its measurement. [20] introduced Explainability Fact Sheets assessing functionality, usability, and 

safety. [21] focuses on simulatability, decomposability, and algorithmic transparency, while [22] propose 

evaluating users’ “mental models” of system understanding. [23] extends these approaches by assessing 

comprehensibility, granularity, faithfulness, and user relevance, offering a multidimensional basis for 

benchmarking XAI systems. These frameworks emphasize that explainability should be evaluated from both 

human and technical perspectives. 

6. Future directions and conclusion 

The future of GenAI and XAI in healthcare lies in creating transparent, ethical and human-centred systems that 

enhance clinical decision-making. It is anticipated that forthcoming studies will concentrate on combining the 

creative capabilities of GenAI with the interpretability of XAI. This integration will result in intelligent systems 

that can produce novel medical insights and present substantiated, evidence-based rationales for their conclusions. 

The development of regulation-compliant, bias-resilient, and privacy-preserving AI frameworks is set to be a key 

focus in future directions. It will be very important to make sure that it follows important principles of AI, such 

as fairness, accountability, and transparency. The increased collaboration among clinicians, data scientists, and 

policymakers will be crucial for translating AI innovations into safe, explainable, and patient-centred healthcare 

solutions. The combination of GenAI and XAI based on trust and ethical responsibility has the potential to change 

the healthcare landscape, leading to a future where intelligent systems work as reliable partners in clinical 

excellence and compassionate care. 
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