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Abstract

Cookies by the language of Computer Science are used to hold data, specific to a particular remote client
machine and the website which is visited and can be used either by the website or by the the remote client
computer [3]. This helps the server to deliver a page related to a particular user, or the page itself can hold some
scripts which is concerned of the data in the cookie and so is able to carry information of one user [2]. General
users treated cookies as treaded of security of machine as the content of Cookies cannot be seen, but it has good

criteria for the users.
Keywords: Cookie; Cookies; Firefox; Mozilla; Website; Websites.
1. How cookie works?

A cookie is a bit of data stored on remote computer by a website when one has visited any web site [1]. Cookie
is containing a pairs of (key, data) values, example (first name, John), (last name, Smith). Once the cookie has
been accessed by the code on the web server or client computer machine, the data can be invented and able to
customize the web page correctly [4,5], when there is a large amount of data is to be maintained, then a cookie
can be used to identify a user first, and then the next related information of that user is take into account. For
example when the first time a user visits a website he will use a username to login, which is stored in the cookie
and then when he provides related data about ‘user’ name such as password, name, address, preferred font size,

page layout, etc. - this information would all be stored on cookies according to the ‘username’ as a key.

* Corresponding author.
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When the site is revisited by the user itself, the server will read the cookie to find the username, and then invent

all the user's information from the cookies without having to be re-entered at all [6,7].

2. How to see what websites names are stored by cookies in browser

The way of seeing what websites names stored in cookies in Mozilla Firefox (consider Mozilla is represented as
the standard of all browser), need to do the followings, To begin,

v Open Mozilla Firefox and then click "*Open Menu'* button on the top-right corner of the window. And
then go to Options.

i Digital Citizen, Life in a digits >

oy @ @& httpsy e digitalcitizen. life — W @-; =
DIGITAL CITIZEN , =

e |

LATEST ARTICLES

£ Manage Accouwnts ex o s
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Choose the user you would like to change
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Pattword protected Pattword protected

Test Liser

set security questions for a local user account, in Windows

Figure 1: Finding cookies result
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Figure 2: Finding cookies result
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The Options tab opens.
Click "Privacy & Security" on the left of the window.
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~— & &) Firefox  aboutpreferences#privacy ir
$E General Browser Privacy

Q Home
Q Search

a Privacy & Security

Forms & Passwords

+  Ask to save logins and passwords for websites

Use a master password
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Sawved Logins
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Figure 3: Finding cookies result

On the right side of the window,

v Scroll down & find the section called "Cookies and Site Data."

4 In it, tap the "Manage Data..." button.

H
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Figure 4: Finding cookies result
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Manage Cookies and Site Data >

The following websites store cookies and site data on your computer. Firefox keeps data from websites with
persistent storage until you delete it, and deletes data from websites with non-persistent storage as space is
needed.

| O |[search websites

Site Cookies Last Used

mail.google.com T 6 days ago

web.facebook.com yesterday

www facebook.com last month
twitter.com 13 minutes ago
wanwaftership.com 0 last year

drive.google.com o last year

www.smashingmagazine.com last year

Remove Selected Remowve All

Figure 5: Finding cookies result
And that’s all. Now one can able to see which website is visited by user and when it is.
3. How to find cookies
Now we see how find Cookies in Firefox.
e Need to click the Windows Start button. The Start menu will open.

e At the bottom of the Start menu, type or copy paste the following:

%APPDATA%\Mozilla\Firefox\Profiles\

. B4 att.default

J See more results

[ seaPPDATAS:MozillaFirefax\Profiless > | | Shut down | » |

Figure 6: Finding cookies contents
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v Without pressing Enter, a file will be seen look like what is paste. Click it. A list of profiles will appear

containing the list of all cookies.

4. Cookies and security

Simple question: Case study

Cookies do not threat to privacy. If one worries that the information he provides to a web server will not be
treated as private then one should question himself whether actually needs to provide that information to the

website.

5. Limitations

Some business websites include advertising material which is served from a third-party site, and it is possible
for such adverts to store a cookie, containing information exists to it [24], such information might include site
name, products being viewed, pages visited, etc. When the user later visits another site containing a similar
adverts from the same third-party site, the advertisers will be able to read the cookie and use it to determine
some information about the user's browsing history [9,10]. But Simple Question: in Section [5] also arise

here.

6. Residence of cookies

Case study

Cookies work jointly with the help of client machine and web server after one’s first visit a website and revisited
later [11]. Cookies are, nothing than small text files that are placed on ones computer / computer’s browser
when he visits several websites [13]. It takes space of computer’s hard disk. Residence of cookies are

Computer’s storage.

7. Advantage in private browsing

When private browsing, one may have logged into Facebook, Gmail, Youtube or some other website, but when
he closes all the private browsing tabs & windows, cookies are deleted, and he is automatically signed out
[14,15]. Someone else later tries to visit the same websites by the same computer in a new general browsing
window, then he is not automatically logged in with that account [23]. He needs to provide logging information

again. Cookies for non-private browsing remain same as they are previous [16].

8. Phenomenon of cookies

Besides of private browsing, Cookies have some little advantages [17,18,19].

R/

«» Cannot contain viruses.

R/

«» Cannot access or read one’s hard drive.
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%+ Cannot access personal information (such as not automatically signs in users account & not to see
contents of email address or any website)

+«+ Cookies list of all websites names which one has been visited.

+«+ Cookies allow users not to input same data in different web sites again and again.

+«+ Cookies allow user to logged in website for ever saving the password [22].

9. Conclusions

Users can configure their browsers for saving or un saving the cookies [20,21]. While this is of little advantage
to the user, Cookies have no work outside of listed phenomenon. One not needs know any more things about

cookies in general case because contents of cookies are always encrypted.
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