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Abstract

Every network interface has a media access control (MAC) address. Network interface cards come from the
factory with a unique MAC address associated with the hardware. Most network cards and routers allow one to
set a custom MAC address [1], overriding the MAC address present in the hardware. Cloning a MAC address,
or changing the MAC address on one device to the MAC address associated with a different device, can be
useful when an Internet connection is associated with a particular MAC address and that MAC address is no
longer existed in the network. On the other hand if the ISP blocked the Mac address of the original device,
changing Mac address is efficient way to communicate to the internet. Another function of cloning MAC

address is used to jam the network with the IP address conflict associated with two devices.
Keywords: Mac; Ip; Router; Clone; Address.
1. What mac addresses are used for?

At the lowest networking level, network interfaces card attached to a network use MAC addresses to
communicate with one another. When a browser on computer needs to grab a web page from a server on the
Internet, then that request passes down through several layers of the TCP/IP protocol and the web address that is
typed gets translated to the IP address of the server. Then the computer sends the request to the router, which
then sends it out onto the Internet. At the hardware level of the network card, though, the network card is only

looking at other MAC addresses for interfaces on the same network [2].

* Corresponding author.
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It knows to send the request to the MAC address of the router’s network interface. In addition to their core

networking use, MAC addresses are often used for other purposes:

e Static IP Assignment: Routers allow one to assign static IP addresses to computers. When a device
connects, it always receives a specific IP address if it has a matching MAC address [3].

e MAC Address Filtering: Networks can use MAC address filtering, only allowing devices with
specific MAC addresses to connect to a network. This isn’t a great security tool because people can
spoof their MAC addresses [4].

e MAC Authentication: Some Internet service providers may require authentication with a MAC
address and only allow a device with that MAC address to connect to the Internet.One may need to
change one’s router or computer’s MAC address to connect [5].

e Device ldentification: Many airport Wi-Fi networks and other public Wi-Fi networks use a device’s
MAC address to identify it. An airport Wi-Fi network might offer a free 30 minutes and then banned
MAC address from receiving more Wi-Fi. Changing MAC address and could get more Wi-Fi [6].
(Free, limited Wi-Fi may also be tracked using browser cookies or an account system.)

e Device Tracking: Because they’re unique, MAC addresses can be used to track a person. When one
walks around, smart phone scans for nearby Wi-Fi networks and broadcasts its MAC address. A
company named Renew London used trash bins in the city of London to track people’s movements
around the city based on their MAC addresses. Apple’s iOS 8 will use a random MAC address each

time it scans for nearby Wi-Fi networks to prevent this sort of tracking [7].

2. How to find mac address?

MAC stands for Media Access Control or Physical Address in general [8]. MAC address can be access through
operating system by using commands. IP addresses, MAC addresses are all unique. They all follow the same set

of rules when it comes to format.

For Windows-in CMD: type

. getmac

C:sUszerssfuadrgetmac

Tranzport Mame

“DevicesTocpip {818769BD-2FCA-465C-B85A-FEEBEAFCA? 20>
“DevicesTecpip {46377EA3-63FC-4A4E-87E?-DB183CA47300>

C:sUzeprssfuad>

Figure 1: Mac Address

. arp —a ip (ip of a particular device)
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C:sUserssfuadrarp —a 192.168.1.1

Interface: 192.168.1.181 —— Bxb
Internet Address Physzical Address Type

192 .168.1.1 cB-e?-dB-98-dB-2a dynamic
C:sUserssfuad>

Figure 2: Mac Address

. ipconfig /all

C:sUsepssfuad»ipconfig ~all
Windows IP Configuration
Host WMame . . . . . . fuad-PC
Primary Dns Suffix .
Mode Type . . . . . . Hybhrid
IPF Routing Enahled. . Mo
WINS Proxy Enabled. . Ho
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description - . . - . - . . . Realtek RIL813?-818Ax Family Fast Ethernet

HIC
Physical Address. . . . . CA—4A-88-81—-C1-D1
DHCP Enabled. . . . . . . Yes
Autoconfiguration Enabled Yes
Link—-local IPv6 Address . feBB::8874:668:5476:8a8bx11 {Preferred>

Figure 3: Mac Address

. net view

Shows IP of all computers running under a router in proxy server.

. Later type: nbtstat —a —ip

Shows MAC address of intended IP.
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Figure 4: Mac Address
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For linux: in terminal type

. ifconfig -a

3. How to find ip address?

An Internet Protocol address (IP address) is a numerical view of assigned to each device connected to a
computer network that uses the Internet Protocol for communication in a particular network. An IP address used

for two principal functions: host or network interface identification and location addressing.

Internet Protocol version 4 (IPv4) defines a 32-bit number as an IP address. Because of the growth of the
Internet communication and the depletion of available IPv4 addresses, a new version of IP (IPv6), using 128 bits
for the IP address. IP addresses are usually written and displayed as 172.16.254.1 in IPv4, and
2001:db8:0:1234:0:567:8:1 in IPv6.

To find IP address:

For Windows-in CMD: type

. ipconfig or ipconfig -a

C=sUsers~fuad ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

Link-local IPuv6 Address . . . feBO::88V74:668:-5496:8aBh::11
IPvd4 fAddress. . - . . . . . . 192 _168.1.185

Subnet Mask . . . . . . . . . 255.255.255.8

Default Gateway . . . . . . . 122.168.1.1

Figure 5: IP Address

° tracert web address

C:slUserssfuad*tracert www.google.com

Tracing route to www.google.com [172.217.194.971
over a maximum of 38 hops:

1 <1 ms <1 ms <1 ms 192.168.1.1
2 2 ms 1 ms €1 ms *“C
C:sUserssfuad>

Figure 6: IP Address

Ping web address:-
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C=sUszerssfuadXping wuww.google.com
Pinging wuww.google.com [172.217.194.99]1 with 32 hytes of data:

Reply from 172.217.194.99: bytesz=32 time=52mz TTL=42
Reply from 172.217.194.99: bytes=32 time=52mz TTL=42
Reply from 172.217.194.99: bytes=32 time=52msz TTL=42

Figure 7: IP Address

For linux: in terminal type

e ifconfig or ifconfig —a

e ip addr (in latest version)

4. CASE STUDY

We are able to find MAC address and IP address of one PC or Router. Now we see how it is used for network
jam. In [Figure-8] IP address & MAC address of one Router’s are shows (by default Routers IP ADDRESS is
192.168.1.1 ).Now if we make a separate Router Or Pc have the same IP & MAC address, the Lan Network Will

Be Down Instantly. No internet service will be available then.

For Windows-in CMD: type

. arp —-a

C:sUserssfuadrarp —a
Interface: 192.168.1.185 —— Bxb

Internet Address
192 168.1.1

192 .168 .1 .255
224.8.8.2
224.8.8.22

224 _@.8_.252
239.255.255.258
255.255.255.255

Phyzical Address

cB-eY-dB-98-d8-Za
Ff—ff—fF-ff—ff—1£f
#1-A8-5e—-A0-B0—A2
A1-08-5e-00-B0—-16
A81-00-5e—-00-B0—fc
A1-80-5e-f—ff-fa
Ff—ff—fF-ff—ff—f£f

Interface: 16%.254_157_158 —— Bxd

Internet Address
169.254 255 _255
224 0.8.2
224.90.8_.22
224_0.8_.252
255255 255255

Physical Address
Ef—ff—ff—ff—ff-ff
01 -80-5e—BE—-BE-B2
#1-80—-5e—BAE—A@-16
#1-80—-5e—A—A@—fc
Ef—ff—ff-ff—ff-ff

Type
dynamic
static
static
static
static
static
static

Type

static
static
static
static
static

Figure 8: Ip Address

We can set IP address manually but the things is how we can Clone MAC address to make a separate PC or

Router have the same MAC address.

» Now in order to change the MAC address in WINDOWS 10, we need to right click on network icon in the

taskbar
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Troubleshoot problems

Open Metwork and Sharing Center

> Open Change Adaptor settings and right click on the network adapter we wish to change the MAC
5 Metwork and Sharing Center — [ >
I mE e AllC.. » Metwork... ~ | 0 Search Control Panel =]

View your basic network information and set
up connections

Control Panel Home

Change adapter settings

Change adwvanced sharnng

WView your active networks

settings T4 Access type: Internet
Public nebwork Connections: % Wi-Fi
(T4}
Change your networking settings
EE. Set up a new connection or network
See also = Set up a broadband, dial-up, or VPN connection;
HomeGroup or set up a router or access point.
Infrared Troubleshoot preblems
Internet Opticons Diagnose and repair network problems, or get
Windows Firewall troubleshooting information,
Figure 9: Cloning Mac Address
> Click on configure and under the Advanced tab search for Network Address and change the value

without “-”.

Viware Accelerated AMD PCNet Adapter Properties |E|E|

General | Advanced |Driver Resources |

The following properties are awvailable for this network. adapter. Click
the property you want to change on the left, and then select itz value

on the right.

Property: Walue:
External PHY o Jumcuua&smz
Full Duples

IEEE B02.1p Tagging
taxT z05egSize
MinT zoSeglCount

" Mot Present

TP Mode
TzoEnable

[_ Ok, ] [ Cancel ]

Figure 10: Cloning Mac Address
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5. Limitations

After jamming network we can recover it easily by making change in IP settings & Mac address. If the LAN is

monitored by a third party software, the cloning MAC address & IP address both are visible as a duplicate with

the original, but the jamming Router or PC cannot be traceable within the Lan network.

6. Conclusion

MAC is unique, but now we know the way of making MAC address clone of any PC or Router. we also know

how to make duplicate of the same IP. By making MAC address cloning & IP address conflict, any one can jam

the Router & make internet service unavailable to all computers in local LAN easily.
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